Fi:RTINET

High Performance Network Security

FortiMoM Release Notes

VERSION 1.0.0



FORTINET DOCUMENT LIBRARY

http://docs.fortinet.com

FORTINET VIDEO GUIDE
http://video.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com
FORTIGATE COOKBOOK
http://cookbook.fortinet.com
FORTINET TRAINING SERVICES
http://www.fortinet.com/training
FORTIGUARD CENTER
http://www.fortiguard.com

END USER LICENSE AGREEMENT
http://www.fortinet.com/doc/legal/EULA.pdf

FEEDBACK

Email: techdocs@fortinet.com

F:=RTINET

Sunday, August 16, 2015
FortiMoM Release Notes Version 1.0.0


http://docs.fortinet.com/
http://video.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
http://cookbook.fortinet.com/
http://training.fortinet.com/
http://www.fortiguard.com/
http://www.fortinet.com/doc/legal/EULA.pdf
mailto:techdocs@fortinet.com

TABLE OF CONTENTS

Change Lo, ... 4
Introduction. .. 5
SUPPOREd MOAEIS. . .. 5
Summary of enhancements. ...l 5
Special NotiCeS. ... L 6
Upgrade Information. ... . ... 7
UDGrading. .l 7
Firmware image checksums. ... ... 7
Product Integration and Support ... ... 8
FOrtIMOM SUPPOITS. . .. .o 8
Resolved ISSUeS. ... . 9

KNOWN IS S UGS 10



Change Log

Change Log

Date Change Description

2015-08-16 FortiMoM software version 1.0.0 release.
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Introduction

Introduction

This document provides installation and upgrade instructions and information about open issues and caveats for
the FortiMoM 1.0.0 release.

This document includes the following sections:

Special Notices

Upgrade Information

Product Integration and Support

Resolved Issues

Known Issues

Supported models

The FortiMoM product is delivered as virtual machine OVF files for the VMware hypervisor.

You can download the OVF files from the Fortinet customer support site:

1

2
3.
4

Navigate to the Fortinet customer support site(https://support.fortinet.com)

Select Download > Firmware Images
In the Firmware Images page, select FortiMoM

Download the latest zip file:
FMM-VM-64-v100-build0015-FORTINET.ovf.zip

Summary of enhancements

The following is a list of features in the FortiMoM 1.0.0 release:

See FortiMoM Documentation for additional FortiMoM v1.0.0 documentation.

FortiManager and FortiAnalyzer support
ADOM Migration

FortiGate and VDOM Device Migration
Auto Create Cascade Groups

Task manager

Device View

Domain View
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Special Notices

Special Notices

No notices for this release.
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Upgrade Information

Upgrade Information

Upgrading

FortiMoM 1.0.0 is the initial product release, so upgrading is not supported. The product requires a full
installation.

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Customer Service &
Support portal, https://support.fortinet.com. After logging in select Download > Firmware Image Checksums,
enter the image file name including the extension, and select Get Checksum Code.
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Product Integration and Support

Product Integration and Support

FortiMoM supports

The following table lists product integration and support information.

Web browsers The FortiMoM web interface supports the following browsers:

« Apple Safari version 7
« Mozilla Firefox version 34
o Google Chrome version 43

Other web browsers may function correctly, but are not
supported by Fortinet.

FortiMoM VM is supported on the following VMware hypervisor

versions:

VMware
« ESXJ5.5and later

o ESX6.0and later
FortiManager FortiMom supports FortiManager v5.2.0 and v5.2.1

For Domain Migration, and device moves in a cascade group use
FortiManager v5.2.0 in regular mode.

Do not use FortiManager with ADOM advanced mode orin HA
mode or workspace mode. Set ADOM mode to Normal and set
Operation Mode to Standalone. Ensure that workspace-mode is
disabled.

FortiAnalyzer FortiMom supports FortiAnalyzer v5.2.0.
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Resolved Issues

Resolved Issues

FortiMoM 1.0.0 is the initial product release. This section is not applicable.
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Known Issues

Known Issues

The FortiMoM 1.0.0 release includes the following known issues. For inquires about a particular issue, please
contact Customer Service & Support.

Defect ID

0277494

0278244

0279360

0280227

0280255

0280282

0285999

0285820

0280542

0280674

0280004

0283661

0283654

0283657

0280959*

0282520

Description

When FortiManager has the Valid Basic VM license (10 devices), you can add only 5 domains
to a Cascade group

If you change the name of an address group that is included in one or more policy rules, the
address group is no longer displayed properly

Cannot change NAT status in any package rule.When you select a new option from the right-
click menu, the system indicates operation success, but the NAT value does not change.

Search function does not work in any of the Object lists

Policy rule enable and disable has no effect (from the menu when you right-click a policy rule
seq #)

With Firefox browser, no objects can be deleted from the policy pkg table
Pending task list may show a pending task even when no task is being executed.

In the completed tasks list, the system displays the wrong number of ADOMs added for each
connection.

When you edit a domain and set Select All Devices/Groups or Specify Devices/Groups, this
value is not saved.

When you edit a backup domain,the system automatically adds one more [Backup] to the
domain name.

System allows users to create more than one object with the same name. The original and
duplicate objects will both appear on policy rule

With Safari browser, when you right-click columns in a policy rule, the right-click menu does not
display properly, and objects cannot be removed from the policy.

With Safari browser, you cannot edit or delete objects in the objects list.

With Safari browser, when you create a group, the group main panel does not display properly
When importing FortiManager data (FMG-v5.2.1 or FMG-v5.2.2) into the FortiMoM,
FortiMoM will display extra objects (Interface, Services, Security Profiles) that are usually

hidden in the FortiManager views.

You cannot migrate an ADOM if any FortiGate units in that ADOM are operating in HA mode.
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Known Issues
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